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What is Fraud

Adopted the Association of Fraud Examiners (ACFE) definition of fraud as
being all those activities involving dishonesty and deception that can drain
value from a business, directly or indirectly, whether or not there is personal
benefit
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Fraud Risk Management Framework
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= Strategy
= Tone at the Top

= Clear role
definitions

= Relevant
elements

= Commitment

= Charters &
frameworks

= Centralised
FRM function
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On-going
assessment

Methodology
Coverage

R(—;‘s_ources
utilised

Validation of
fraud risks

Use of historic
information

Due diligence
Code of Conduct
Authority levels

Communication
and training

Automated
Controls

Policies and
procedures

Segregation of
duties

Reporting
incidents

Whistle blowing
Internal Audit

IT systems and
controls

Ad hoc fraud
checks

Data analytics

Machine
learning & Al
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Plan the investigation

*  Determine the scope
*  Outline your strategy
*  Make an interview list
*  Create a timeline
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Decide to investigate

Assess the situation
Choose the
investigator

Interview the reporter
(if identified)

Take interim action
Brush up on protocol

Conduct strong
interviews

Start with an
explanation

Use an interview
outline

Build rapport
Phrase questions
carefully

Review Records
Only review relevant

documents

Retain copies of

documents
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Write the final Report

* Avoid inflammatory
language

* Usedirect quotes

* Limit jargon

* Crossreference to
evidence

Analyze Evidence

Determine quality

Secure evidence

Separate facts and opinions
Check evidence against the
allegation



Mandating the use of
data analytics for fraud
testing in audits for all
listed entities globally
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Audit Techniques

Using additional internal
and external data and
information to enable
more nimble responses
to external risk
indicators, such as short
sellers and

Using electronic
confirmations for audit
evidence wherever
possible

Developing a proprietary
fraud risk assessment
framework for use with
audit committees and
those charged with
governance

Mandating annual fraud
training for all audit
professionals that
incorporates the
experiences of EY
forensics professionals

Requiring the use of
forensic specialists in
the audit on a targeted-
risk basis

—whistieblowers



Real evidence

Demonstrative evidence

Documentary evidence

make

Testimonial evidence
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Types Of Evidence

Physical evidence, consists of material items involved in a case, objects and things that can be
physically held and inspect

Usually admitted because it tends to prove or disprove an issue of fact in a trial

Must be relevant, material and authentic

Usually charts and diagrams, demonstrate or illustrate the testimony of a witness

It's admissible when it fairly and accurately reflects the witness's testimony

Can be from a vast number of sources from diaries, letters, contracts, newspapers, phone
records, digital files, emails, texts and IMs, website data, photographs

There are restrictions and qualifications for using documents at trial as there is a need to
sure they are authentic and trustworthy

A witness giving testimony under oath about the facts of the case
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Conducting fraud interviews

Begin by establishing a baseline
by asking simple, easy-to-answer
guestions that the subject is
likely to answer truthfully, such
as: How long have you worked at
the company?

Do not ask accusatory questions
that indicate you think the
subject is guilty
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Ask open-ended questions to get
the subject to talk, such as: Tell
me about...

Ask simple questions that
address one fact at a time, rather
than combining more than one
idea into the same question

Avoid loaded questions

Do not ask leading questions that
prompt for the answer you want

Avoid questions at the beginning
that can be answered with a yes
or no

Ask yes or no questions at the
end of the interview to pin down
specific facts that were revealed

during the interview




Writing The Forensics And Investigations Report

N\
‘ Executive Summary
‘ Background

@ Accuracy < Clarity )
‘Scope

|

‘ Approach

"T“ Impartiality Timeliness :

and relevance ‘ Factial Findings- With cross reference to supporting evidence
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Sometimes trust
Jjust isn’t enough-

Thou shalt not be
blinded by the beauty
of a theoretical fraud
risk management
model; aim to obtain
practical understanding
of the fraud risks

-

-~

The Institute of
Internal Auditors

Elevating Impact



Toowng M Koy

Mochchakkeram
/7%0”01” EEANS Hasih

Kia Orc &mzxe

- O o5+t
- THANK NI&7% 2

Nirrmgrazz;ak

-
P
-

Obrl ado Yo Muliurrese

Sp%'b( = ; Spasibo

\;/7?’!;'(/1/111//// -

Matur Nuwun Ar'gato

Matondo‘
Salamat

Chokrane —
Ralh Maimn Agu ,".' w'g"m

Kiitos

‘ The Institute of

\ Internal Auditors

Elevating Impact




